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lekyLlasa cutyaLma Ha pblHKe "
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Web Application Firewall (WAF) — mexceTeBOWN 3KpaH YPOBHS MNPUAOXKEHNS.
Knaccnueckoe C3U ana 3awmtbl Be6-npunoxeHni, API-mHTepdencos.

*  AHTM-60T — CpeACTBO 3alLnTbl OT BPeAOHOCHbIX 60TOB

*  AHTV-DDOS - cpeacTBO 3alMThl OT aTak Ha KaHa




3agava, kak y WAF, HO gpyrum cnocobom "

a"
Sy

L AwmeDDOS LU Awmbor L waR LT
ol
U




Bonpockl 4na pa3MbllUNeHNA "

Bce an Beb-pecypchl Ha BHeLLHeM nepumeTpe 3awnieHsl WAF?
Bce an kputnueckme 61M3HeC-CMCTEMbI B KOPropaTuBHOM ceTn 3awmueHbl WAF?

CKONbKO M Kakme ataku riporyckaet Mo WAF?




Ha Bxog noaarotca >kypHasibl Beb-pecypcoB

51.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET /_nuxt/B2BoeRTT.js HTTP/1.1" 200 4853% "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"
51.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET /_nuxt/B7Utj78_.js HTTP/1.1" 200 &3526 "-" "Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:128.0) Gecko/20100101 Firefox/128.0"
91.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET /_nuxt/DzVWfiBp.js HTTE/1.1" 200 3719%% "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x=64; rv:128.0) Gecko/20100101 Firefox/128.0"
91.244.183.5 - - [30/Jul/2024:15:26:30 +0300) "GET /_nuxt/BDQCbz00C.js HTTE/1.1"™ 200 3398 "-" "Mczilla/5.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"

91.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET /_nuxt/CrETac-T.js HTTE/1.1" 200 20826 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x=64; rv:128.0) Gecko/20100101 Firefox/128.0"
51.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET /_nuxt/BIGtEémf.js HTTEF/1.1" 200 40386 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:128.0) Gecko/20100101 Firefox/128.0"
51.244.183.5 - - [30/Jul/2024:15:26:31 +0300] "GET /_nuxt/nsVchlT.js HTTP/1.1" 200 285 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; =x64; rv:128.0) Gecko/20100101 Firefeox/128.0"

51.244.183.5 - - [30/Jul/2024:15:2&:31 +0300] "GET /_nuxt/BQ_rrzxf.js HTTP/1.1" 200 241 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; =64; rv:128.0) Gecko/20100101 Firefox/128.0"

51.244.183.5 - - [30/Jul/2024:15:26:31 +0300] "GET /pattern.png HTTE/1.1" 200 1681 "-" "Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"

158.160.111.152 - - [30/Jul/2024:15:26:35 +0300] "GET / HTTER/1.1" 200 161407 "-" "Mozilla/5.0 (¥11; Linux x86_6&4) AppleWebEit/537.36 (EHTML, like Gecko) Chrome/80.0.3587.132 Safari/5337.36"
10.10.4.254 — - [30/Jul/2024:15:26:35 +0300] "GET / HTTE/1.1" 200 161386 "-" "Mozilla/5.0 (¥11; Linux x86_64) AppleWebEit/537.36 (RHTML, like Gecke) Chrome/80.0.3987.132 3afari/537.36"
91.244.183.5 - - [30/Jul/2024:15:26:35 +0300] "GET / HTTPR/1.1" 200 161102 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"

51.244.183.5 - - [30/Jul/2024:15:26:35 +0300] "GET /_nuxt/default.CFl3a502Z.css HTTP/1.1" 200 %42 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0) Gecko/20100101 Firefox/128.0"
51.244.183.5 - - [30/Jul/2024:15:26:35 +0300] "GET /_nuxt/antry.DvZEtRSq.caa HTTP/1.1" 200 55%0 "-" "Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"
51.244.183.5 - - [30/Jul/2024:15:2&:35 +0300] "GET /_nuxtfscopeld.BelvsGND.css HTTP/1.1" 200 2633 "-" "Mozilla/S5.0 (Windows NT 10.0; Win64; =x=64; rv:128.0) Gecko/20100101 Firefox/128.0"
51.244.183.5 - - [30/Jul/2024:15:26:36 +0300] "GET /api/vwl/flags/status HTTP/1.1" 200 84& "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"
158.160.111.152 - - [30/Jul/2024:15:27:05 +0300] "GET / HTTR/1.1" 200 1613835 "-" "Mozilla/5.0 (¥11; Linux x86_64) AppleWebEit/537.36 (EHTML, like Gecko) Chrome/80.0.3587.132 Safari/5337.36"
10.10.4.254 — - [30/Jul/2024:15:27:05 +0300] "GET / HTTE/1.1" 200 161412 "-" "Mozilla/53.0 (X11; Linux x86_6€4) AppleWebEit/537.36 (RHTML, like Gecke) Chrome/80.0.3987.132 3afari/537.36"
10.10.4.254 — zbx monitor [30/Jul/2024:15:27:14 +0300] "GET /api/overview HTTE/1.1" 400 248§ "-" "-"

10.10.4.254 — zbx monitor [30/Jul/2024:15:27:15 +0300] "GET /api/nodes/rabbit?memory=true HTTF/1.1" 400 248 "-" "-"

10.10.4.254 - zbx monitor [30/Jul/2024:15:27:16 +0300] "GET /api/gqueues HTTP/1.1" 400 248 "-" "-"

158.160.111.152 - - [30/Jul/2024:15:27:35 +0300] "GET / HTTE/1.1" 200 161387 " "Mozilla/5.0 (X11; Linux x86_64) AppleWebRit/537.36 (EKHTML, like Gecko) Chrome/80.0.3587.132 Safari/537.36"
10.10.4.254 — - [30/Jul/2024:15:27:35 +0300] "GET / HTTE/1.1" 200 161404 "-" "Mozilla/5.0 (X11; Linux x86_&4) REppleWebRit/537.36 (RHTML, like Gecko) Chrome/80.0.3587.132 Safari/537.36"
158.160.111.152 - - [30/Jul/2024:15:28:04 +0300] "GET / HTTR/1.1" 200 161384 "-" "Mozilla/5.0 (¥11; Linux x86_64) AppleWebEit/537.36 (REHTML, like Gecko) Chrome/80.0.3587.132 Safari/5337.36"
10.10.4.254 — - [30/Jul/2024:15:28:05 +0300] "GET / HTTE/1.1" 200 161358 "-" "Mozilla/53.0 (X11; Linux x86_6€4) ZppleWebEit/537.36 (RHTML, like Gecke) Chrome/80.0.3987.132 3afari/537.36"
10.10.4.254 — zbx monitor [30/Jul/2024:15:28:14 +0300] "GET /api/overview HTTE/1.1" 400 248§ "-" "-"

10.10.4.254 — zbx monitor [30/Jul/2024:15:28:15 +0300] "GET /api/nodes/rabbit?memory=true HTTF/1.1" 400 248 "-" "-"

10.10.4.254 - zbx monitor [30/Jul/2024:15:28:16 +0300] "GET /api/gqueues HTTP/1.1" 400 248 "-" "-"

158.160.111.152 - - [30/Jul/2024:15:28:34 +0300] "GET / HTTP/1.1" 200 1613%4 "-" "Mozilla/5.0 (X11; Linux xB86_&4) ZppleWebKit/537.36 (EKHTML, like Gecko) Chrome/80.0.3587.132 Safari/537.3&"
10.10.4.254 — - [30/Jul/2024:15:28:35 +0300] "GET / HTTE/1.1" 200 161355 "-" "Mozilla/5.0 (X11; Linux x86_&4) AppleWebRit/537.36 (RHTML, like Gecko) Chrome/80.0.3587.132 Safari/537.36"
158.160.111.152 - - [30/Jul/2024:15:29:04 +0300] "GET / HTTER/1.1" 200 161408 "-" "Mozilla/5.0 (¥11; Linux x86_6&4) AppleWebEit/537.36 (EHTML, like Gecko) Chrome/80.0.3587.132 Safari/5337.36"

10.10.4.254 — - [30/Jul/2024:15:29:05 +0300] "GET / HTTE/1.1" 200 161405 "-" "Mozilla/53.0 (X11; Linux x86_64) ZppleWebEit/537.36 (RHTML, like Gecke) Chrome/80.0.3987.132 3afari/537.36"
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[30/Jun/2024:02:22:19 +0300] " GET / HTTP/11 " 162081 " htip N / " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A
[30/Jun/2024:02:22:20 +0300] " GET /_nuxt/entry.DvZ8tR9q.css HTTP/1.1 " 5590 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.

[30/Jun/2024:02:22:20 +03001" GET /_nuxt/VMenu.BPGelWQH.css HTTP/1.1 " 488 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367
[30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/default.CFI3a902.css HTTP/11" 942 " - " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.
[30/Jun/2024:02:22:20 +03001" GET /_nuxt/scopeld.Belvs6ND.css HTTP/1.1 " 2639 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.636
[30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/index.DyT_4eEk.css HTTP/1.1 " 530 " - "" Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71
[30/Jun/2024-:02:22:20 +03001" GET /_nuxt/VOverlay.C9cizOCC.css HTTP/1.1 " 895 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.636
[30/Jun/2024:02:22:20 +03001 " GET /_nuxt/VRow.mP8hOfTX.css HTTP/1.1 " 1401 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.
[30/Jun/2024:02:22:20 +0300]1" GET /_nuxt/VToolbar.CdjJYOvH.css HTTP/1.1 " 2471 " - " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.634
[30/Jun/2024-02:22:20 +0300] " GET /_nuxt/VTooltip.C4kbVUGE.css HTTP/1.1 " 592 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.636
[30/Jun/2024:02:22:20 +0300] " GET /_nuxt/ClbnJsn2js HTTP/1.1 " 6786 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A
[30/Jun/2024:02:22:20 +0300]1" GET /_nuxt/VCard.CjZDZAt3.css HTTP/11" 1663 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.7|
[30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/B9ddmVw3.js HTTP/1.1 " 2675 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not
[30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/BblU7CIY.js HTTP/1.1 " 426 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-AB
[30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/CT5Potljjs HTTP/11 " 2209 " - "" Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A.H
[30/Jun/2024:02:22:20 +03001 " GET /_nuxt/DesydpPX.is HTTP/11 " 3831" - "" Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A
[30/Jun/2024:02:22:20 +0300] " GET /_nuxt/DoSNvi_Tjs HTTP/1.1 " 7942 " - "" Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A
[30/Jun/2024:02:22:20 +0300] " GET /_nuxt/COvSeaC0.js HTTP/1.1" 2258 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-
[30/Jun/2024:02:22:20 +0300] " GET /_nuxt/Dy7pYeYkjs HTTP/1.1 " 388 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A_H

- . o . . . .
[ n/2024-02-22-20 10300 nuxt/BmOsH HITP D58 Mo 3 0 (Windows NT 10.0.0: Win64: x64: ) AppleWebK 6 (KHTM ke Gecko) Chrome 4.0 636 No




Kak 3TO AenaeT?

Jloru ceccum (18) E MoacBeYeHHbIE CTPOKK — ~

Nexoamposate=fla X COHPOCHTE GUNLTPLI
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51.77.53.200
51.77.53.200
51.7753.200
51.77.53.200
51.7753.200
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51.77.53.200
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[04/Jul/2024:02:17:52 +0300]1 " GET / HTTP/11 " 162103 " - " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 "
[04/Jul/2024:02:18:01 +0300] " POST //iscripts/tiny_mce/plugins/ajaxfilemanager/ajax_create_folder.php HTTP.. " 887315 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (
[04/Jul/2024:02:18:12 +03001 " POST //templates/default/js/tiny_mce/plugins/ajaxfilemanager/ajax_create fo.. " 887394 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K
[04/Jul/2024:02:18:24 +0300] " POST //js/tiny_mce/plugins/ajaxfilemanager/ajax_create_folder.php HTTP/1.1 " 887292 " - " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHT
[04/Jul/2024:02:18:34 +0300] " POST //plugins/tinymce/plugins/ajaxfilemanager/ajax_create_folder.php HTTP/.. " 887306 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (
[04/Jul/2024:02:18:48 +03001 " GET /.env HTTP/1.1" 159477 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 "
[04/Jul/2024:02:18:58 +0300] " GET /.git/config HTTP/1.1 " 159504 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758102 Safari/537.36
[04/Jul/2024:02:19:20 +03001" GET /jQuery-File-Upload/server/php/index.php HTTP/11 " 159504 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrom
[04/Jul/2024:02:19:44 +0300] " GET /jquery-file-upload/server/php/index.,php HTTP/1.1 " 159505 " - " ¥ Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome
[04/Jul/2024:02:19:54 +03001[" GET /logs?d|=Li4vLidvLidvLidvLidvLidvLidvLidvLidvLidvLidvLidvLi4vLidvZXRjL... " 159506 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (4
[04/Jul/2024:02:20:05 +0300] " POST /_ignition/execute-solution/ HTTP/11 " 159503 " - "~ Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758
[04/Jul/2024:02:20:18 +0300]1 " GET /laravel-filemanager/download?working_dir=/..[ffoff ok o cffd S o f o " 159545 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (H
[04/Jul/2024:02:20:27 +0300]1 " POST //vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.ohp HTTP/1.1 " 887236 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like {
[04/Jul/2024:02:20:42 +0300] " GET /_fragment?_path=_controller=phpcredits&flag=2&_hash=/bpzL JwPB3G1_. " 159572 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (
[04/Jul/2024:02:20:52 +0300] " GET /_fragment?_path=_controller=phpcredits&flag=2& hash=xstX3H+E5CKU... 159581 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K
[04/Jul/2024:02:21:06 +0300] | GET /_fragment?_path=_controller=phpcredits&flag=2& _hash=0DTeh3w19uKJI_. " 159585 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K
[04/Jul/2024:02:21:18 +0300] " GET /_fragment?_path=_controller=phpcredits&flag=2&_hash=Sql1AkUFgbMpf.. " 159581 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K|
[04/Jul/2024:02:21:34 +0300] " GET /application/configs/application.ini HTTP/1.1 " 159499 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4
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OCHOBHbl€ BO3MOXXHOCTM "

°  BbiaBneHwme atakymoLmx ceccnt Ha Be6-pecypcel

*  BnoknpoBka aTakyrLNX ceccum

* TMakeTHasa obpaboTka >ypHanoB Beb-cepBepOB

* TMorokoBasa 06paboTka XXypHanos

®* HenpepbiBHOE 06yueHune

°  BblfiBeHMe aTak Hy/1eBOro jHs

°* He 3aBucnT ot cTeka 3awmiaemoro Beb-pecypca

* Tloaaepkka BUPTya/IbHOro NaTymHra




AML n WAF

®OyHKLUWOHabHas

XapakTepucTmka

AML Web Protection

MpUHLMN AETEKTUPOBaHMWSA aTakm

ApxuTekTypa NoAKAHOYEHMUS

AHanu3 3awmMdpoBaHHOIO
Tpaduka

BaoknpoBka
BPeLOHOCHOro Tpaduka

Ha 6a3e oTae/ibHbIX 3aNpocCoB
(CUrHaTypHbIN aHann3)

YcTaHaBAMBaETCA B «Pa3pbiB»
(nepepg, Be6-pecypcom, MOXeET
ObITb TOUKOW OTKa3a)

[a (TpebyeT 3HaunTeNbHbIX
annapaTHbIX PecypcoB)

[a

Ha 6a3e ceccui (rpynna
3anpocoB, 06beANHEHHbIX NO
KpuTepusam. [NoBeseHYecKnin
aHanun3)

YcraHaBavBaeTca «CcOboKy»
(nonyyaeT XXypHanbl ¢ Beb-
cepsepa)

AHanuns 3anmcen xypHana (He
Tpaduka)

[a (c nOMOLbHO MEXaHN3MOB
Beb-cepBepa nau gpyrmux MC3)




AML n WAF

®OyHKLUMOHaNbHas

AML Web Protection

XapakTepucTmKa

BHeapeHue

PasmelLeHne Beb-pecypca ans
3aLUNTBI

PeTpocnekTnBHbIV aHann3
(@aHann3 cobbITMN U3 MPOLLIOTO)

CkopocTb 6J10KMPOBKM

CNIOXXHO (CTOMMOCTb BHEApPEeHUA
WHOrAa MOXET AOCTUraTb
ctonmoctn WAF)

BHewHm nepumetp, obiako

YacTnuHoO

[lo nepeaaun 3anpoca Ha Beb-
cepsep

MpocTo (TpebyeTtcs HacTpoKka
nepesayn XypHasios
BCTPOEHHbIMW CPeACTBAMMN)

BHewHm nepumeTp, obako,
BHYTPEHHME CalnThbl

[a (nepesaya xxypHana Beb-
cepsepa)

[Nocne nepepauv xypHana (He
6onee 1 MuH, 4TO NO3BOASET
3ab10KMpoBaTh aTaky 40
HacTynieHus yuwepba)




[loka3atenun pabotbl AML

[/]

- Be6-pecypc Pe>xum Ceccuii Bcero MoareepxcaeHo Aonywero % owmnbok CropoHHue C3U
aTak own6oK
Cant
MwuHucTepcTBa MOTOKOBbIN, 4 NOSKHBIX
LundpoBoro 30 aHen 8 316 98 0,05 WAF
cpabatbiBaHMA
pa3BUTUA N CBA3MU 24/7
cybbekTa PO
Cant .
AaMuHMCTpaunm LS 7 NO>XKHbIX
A 30 aneii 39 037 51 3 0,04 WAF
MpaBuTENbLCTBA cpabaTbiBaHWM
24/7
cybbekta PO
II_/II:q)T(;EMaU'MOHHbM MakeTHbIW, 9 - NOXHbIX
P Becb 2024 1429 661 43 cpabaTbiBaHmii 0,004 WAF
obpa3zoBaHus
rog, 4 - nponycka

cybbekta PO




MpoBepeHa pabota Ha 200+ caliTax "

*  butpukc

*  Exchange (OWA)

* Django

*  Wordpress

*  Drupal

*  API (pa3nnyHbIN TEXHONOTNN)

* Java EE

.NET Framework




[HAaTb 3d

¢« 46.226.166.50
Mozilla/5.0 (X11; Ubuntu; Linux i686 on x86_64; rv:50.0) Gecko/20100101 Firefox/50.0

O6wan uHpopMmauuna

Mapcep: Combined
Bepcusa mogenu: 13-02-2025_3
lNMpenckazaHwe NoATBepXAeHo: fa |

Jlorm ceccum

46.226.166.58
46.226.166.58
46.226.166.58
46.226.166.58
46.226.166.58

[14/Jul/2624:08:24:54
[14/Jul/2624:88:24:55
[14/Jul/2824:88:24:56
[14/Jul/2624:88:25:82
[14/Jul/2824:88:25:28

+0300]
+0300]
+0300]
+0300]
+0300]

cek.

CpepnHnii puck

KonuuecTBo CTPOK: 5
baiin c noramu:
Puck noaTeepxaeH: fa |

"GET / HTTP/1.0" 200 148022 "-" “"Mozilla/5.8 (X11; Ubuntu; Linux i626 on x86_64; rv:58.0) Gecko/20100101 Firefox/56.8

"GET /bitrix/tools/composite data.php HTTP/1.8" 28@ 318 “https://infotecs.ru/" "Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86 _64; rv:58.8) Gecko/20186181 Firefox/50.8"

“GET / HTTP/1.8~ 200 142822 “https://infotecs.ru/bitrix/tools/html_editor action.php™ “Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86_64; rv:58.8) Gecko/208180181 Firefox/58.8™
"POST /bitrix/tools/accesson.php HTTP/1.8" 484 93889 "https://infotecs.ru/™ "Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86 64; rv:50.8) Gecko/28160181 Firefox/58.8"

"POST /bitrix/tools/eedbdccfabla.php HTTP/1.8" 484 93181 “https://infotecs.ru/bitrix/toolsfaccesson.php™ “Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86_64; rv:58.8) Gecko/281881




Ya3BMMOCTb

|
S5L Bundled)

Oﬁl.l.laﬂ HH*DpMa“ usa Huzkmii puck

Narta n spema Hayana: 01.03.2026 19:07:44 [apcep: Test
Jlata n Bpema oKoHuYaHuA: 01.03.2026 19:07:47 Bepcusa moaenu: 04-02-2026 5
JinuTensHoCTh: 00 KonuyecTtso CTpok: 9
Mpeackasanne nogTeepxaeqo: la | @aiin c noramu:

PHCK noATBEpKAEH:

INoru ceccuu (9) B MoACBEYEHHLIE CTPOKH

Nexopupoeatkt - fla x  COpocuT hunLTphI

(1 | EEBETRE)- [o1/ mar/
EBIEEE o
| CEIERER (ot
) CREERER 1ot/
[32.147.84.132 BTN
A 1o
sz oe o QRO

82.147.84 132 B ATE 107 GET Jcgi-bin/api.values. get?request=68-phone_model HTTP/1.1 gkl Rl
J§ 52.147.84.132 B -lo1)/ mar/ -07 - [y 0.044 | GET /cgi-bin/api.values get?request=68:phone_model HT... gREr/EN

CVE-2026-2329 (ot 18.02.2026)



UNION+SELECT

91.244.183.46

Mozilla/ (Windows D: Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/

06I.I.l.aﬂ "H¢OpMauuﬂ CpeaHmit puck

LaTta v BpeMs Hayana: 31.03.2025 04:57:24 Mapcep: Combined
LaTta v BpeMs OKOHYaHuA: 31.03.2025 06:54:34 Bepcusa mogenu: 22-03-2025_2
OnutenbHocTb: 01:57:10 Konuyecrtso cTpok: 98
e eHo: [la 7 -
n cKa3saHue noaTeepxaeHo: Aa | ®dann ¢ noramm
Puck nogreepxpaeH:

Jlorn ceccum

FL. L. 100.840 - = 24/ MAITf £09£D .90 - TO3vo | FUSI J YURYT L F 4L NHIr/A.2 499 1.7 MLLPS//7ANTOLELS .. T'U/ TURT L = 1 MULLLAA/D.0 \(WLIUUNS NI 19.9, WLIODS,;, X04) APPLENCEUN

91.244.183.46 - - [31/Mar/2025:05:51: +0308] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 "https://infotecs.ru/'+OR+'1'="1" "Mozilla/5.@ (Windows NT 10.9; Wi

Safari/537.36"

91.244.183.46 - - [31/Mar/2025:05:51: +0300] "GET /'+UNION+SELECT+NULL-- HTTP/1.1" 404 92215 "-" “"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, 1i
91.244.183.46 - - [31/Mar/2025:05:51: +0300] "POST /'+UNION+SELECT+NULL-- HTTP/1.1" 200 119 “"https://infotecs.ru/'+UNION+SELECT+NULL--" "Mozilla/5.@ (Windows NT 10.0; Wi
Safari/537.36"

91.244,183.46 - - [31/Mar/2025:05:51: +0300] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 "https://infotecs.ru/'+UNION+SELECT+NULL--" "Mozilla/5.0 (Windows N

Chrome/134.0.0.0 Safari/537.36"

91.244.183.46 - - [31/Mar/2025:05:52: +0300] "GET /'+or+'1'="'1 HTTP/1.1" 404 92182 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

91.244.183.46 - - [31/Mar/2025:05:52: 4+0300] "POST /'+or+'1'='1 HTTP/1.1" 200 119 "https://infotecs.ru/'+or+'1'='1" "Mozilla/5.@ (Windows NT 10.9; Win64; x64) AppleWebKi
91.244.183.46 - - [31/Mar/2025:05:52: +0300] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 "https://infotecs.ru/'+or+'1'="1" “"Mozilla/5.0 (Windows NT 10.0; Wi

Safari/s37.36"

91.244.183.46 [31/Mar/2025:05:52: +0308] "GET /'+or+l=1-- HTTP/1.1" 44 92176 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) (
91.244.183.46 [31/Mar/2025:05:52: +0300] "POST /'+or+l=1-- HTTP/1.1" 200 119 "https://infotecs.ru/'+or+1=1--" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit

91.244.183.46 [31/Mar/2025:05:52: +0300] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 "https://infotecs.ru/'+or+l=1--" "Mozilla/5.0 (Windows NT 10.0; Wing




OSINT + Nextcloud

O6uwas uHpopmauus

INorn ceccun (651)

Oexoauposatb - la x Tonbko MMeHOBaHHbIe aTpnByThl - la x Craryc - 1404 x COpocuTh hUNLTPSI

37 [03/Apr/2026:06:02:17 +0000] 1281724
38 [03/Apr/2026:06:02:18 +0000] 11240
39 [03/Apr/2026:06:02:18 +0000] 55152
40 [03/Apr/2026:06:02:35 +0000]

41 [03/Apr/2026:06:02:36 +0000]

42 [03/Apr/2026:06:02:46 +0000]

43 [03/Apr/2026:06:02:46 +0000]

44 [03/Apr/2026:06:02:56 +0000]

45 [03/Apr/2026:06:02:56 +0000]

46 [03/Apr/2026:06:03:08 +0000]

a7 [03/Apr/2026:06:03:09 +0000]

48 [03/Apr/2026:06:03:20 +0000]

49 [03/Apr/2026:06:03:20 +0000]

50 [03/Apr/2026:06:07:01 +0000]

51 [03/Apr/2026:06:07:02 +0000]

52 [03/Apr/2026:06:07:03 +0000]

53 [03/Apr/2026:06:07:03 +0000]

54 [03/Apr/2026:06:07:03 +0000]

55 [03/Apr/2026:06:07:04 +0000]

56 [03/Apr/2026:06:07:05 +0000]

57 [03/Apr/2026:06:07:05 +0000]

58 [03/Apr/2026:06:07:05 +0000]

59 [03/Apr/2026:06:07:06 +0000]

60 [03/Apr/2026:06:07:06 +0000]

61 [03/Apr/2026:06:07:06 +0000]

62 [03/Apr/2026:06:07:07 +0000]

63 [03/Apr/2026:06:07:07 +0000]




CEKYHAbI

O6uias unopMmaLmMa Huskuii puck

[ara u BpeMs Hayana: 02.10.2025 21:41:35 Mapcep: Combined
[laTta u BpeMs OKOHYaHWA: 02.10.2025 21:41:54 Bepcus Mmogenn: 18-09-2025_5
InutensHocTk: 00:00:19 KonuuecTBo CTpOK: 99
Mpenckazadue noaTeepXaeHo: fa | dain ¢ noraMu:

Puck noaTeepxaeH: fa |

Jloru ceccum (99)

AexonwposaTs - fla X COPOCHTE $MALTPEI

1) 35.182.80.72 [e2/0ct/2025021:41:35 HTTP/1.1" 381 162 "https://www.google.com/™ "Mozilla/5.@ (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

2) 35.182.88.72 [82/0ct/2825021:41:36 HTTP/1.1" 288 7242 "https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

3) 35.182.80.72 [82/0ct/2825021:41:37 .env HTTP/1.1™ 381 162 “https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)~

4) 35.182.80.72 [62/0ct/2025021:41:37 .env HTTP/1.1™ 483 199 “https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)™

5) 35.182.80.72 [62/0ct/2025021:41:37 .remote HTTP/1.1" 301 162 "https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

6) 35.182.88.72 [62/0ct/2825021:41:38 .remote HTTP/1.1" 483 199 "https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

7) 35.182.88.72 [82/0ct/2825021:41:38 .local HTTP/1.1" 381 162 “https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

8) 35.182.88.72 [62/0ct/2025021:41:38 .local HTTP/1.1" 483 199 “https://www.google.com/™ “Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)~

9) 35.182.80.72 [e2/0ct/2025021:41:38 .production HTTP/1.1" 301 162 “https://www.google.com/™ "Mozilla/5.@ (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"




[lapameTpbl nLEeH3NPOBaH
AML /]

Be6-pecypc Lite Business Enterprise

CyMMapHbI cpeaHeCcyTOUHbIN

0-50 EPS 50-200 EPS 200-500 EPS
EPS B cekyHay




[MpnHUMnbl NnnoTUpoBaHua AlVIL "

¢ MuHuumanbHan Harpy3skKa Ha TeEXHN4YeCKnx cneumnannctoB

3aKa3umka
*  WcknroueHue HeraTMBHOTO BAVNAHUA Ha MHOPACTPYKTYPY
* [lBa BapmaHTa NUJOTUPOBAHWNA: NAKETHbIV Y MOTOKOBBIN PEXUM

* AML kak npoBepka 3¢ dpektBHocT WAF




[laKeTHbIN pexxnm

[/]

Urto Ha BxOp, Pesynbtar

1. Pe3ynbtupyrowmii pdf-otyeT ¢ nokazarensmm
BbIIBNEHHbIX aTaK
2. ApxuvB C HabOPOM aTaKyHOLLNX CECCUN

XypHanbl access.log Beb-cepBepa(-oB) 3a 060K
nepuog ans 1-3 canTos




[10TOKOBbIN peXnMm

[/]

Urto Ha BxOp, Pesynbtar

1.  YcraHoska NO AML Web Protection Ha cepBep
3aKa3umka Uan Mol NpmBo3nM rotobin MAK o
PeTpocnekTnBHbIV aHann3

2.  CuHXpOHM3auusa XypHanoB Beb-cepeepa ¢ AML

MoAroToBKa pPe3ynbTUPYHOLLNX OTUETOB
3. ObyueHue cneumanncToB 3aka3umka paborte ¢ AML A Pesy. PytoLy
(1-2 yaca) . bnokunposka atak (rno >xesnaHuto)

MOHUWTOPUHF aTak B peasbHOM BpPeMEHMU

AW




Peectp nporpammHoro obe

-/ /reestr.digital.gov.ru ! 15

BY Trow C=
¢ NPOrPAMMHOrO OBECMEYEHWA |_Eepas

Peectposas sanuce N232554 ot 18.03.2026

FnagHas > Peectp MO > CwcTema BLIABAGHWA M NPeAyNpPexXAeHUA aTak Ha Beb-pecypcel <AML Web Protection=

CucTeMa BbIIB/IEHWA W NpeaynpexaeHna atak Ha Beb-pecypcbl «<AML Web Protection»

Ceegenna obHosnenbl 18.03.2026 | Peectp poccuiickoro MO

ﬂpowsse,u.er—«a Ha OCHOBaHWMW MOPYYeEHUA MWHMCTEPCTBE LlVIEI)pOBOFO [Pa3BMTKHA, CBA3M 1 MaCCOBbIX KOMM)’HMKELLMﬁ
Poccniickoi ®epepaumm ot 18.03.2026 no npeTokony sacedaHWA akcnepTHoro coseTa oT 06.03.2026 N2157np

Mpaeoobnagatenn nporpammHoro obecneueHna

MonHoe HavMeHoBaHWE (KUMMED\-IECKE}I OopraHvsauvma Gez
npecﬁnagammero MHOCTpaHHOIo yua(ruﬁ)
AkumoHepHoe obulectBo “MepcneKTuBHbIA
MOHWUTOPUHT

locyaapcTBO perMcTpaLMK B KauecTBe IOPMAMYECKOTo AWLa:

Poccun

OBLWe CBeAeHUA KMcTopra nsmeHeHun

CokpallleHHOe HauMeHOBaHWe OpTaHV3aLMK

AQ «MM»

OCcHOBHOI# rocyaapcTBeHHBIA PErMCTPaLMOHHLIA HoMep

1077758555071

OpraHnzaumoHHo-NpaBoBan $popma

Heny6anuHbie akumMoHepHsie oblectsa

WaenTndukaumonHeiii Homep (MHH)

7714706154

OnucaHue nporpaMmMHoro Knace nporp

obecneueHnna

OcHoBHo#

duKaTORY, yTBEPIKACHHOMY

P or 22.09.2020 Ne 486

03.02 Cpeacrsa ynpasieHws cobbiTuaMU MHGOPMAaLMOHHOR BesonacHocTu

JononuutencHele

03.15 Cpeacrsa obHapyXeHWA YIpo3 M paccaefoBaH|A CETEBbIX MHUUAEHTOB

03.17 CpeacrBa aBTOMaTU3aL/AM NPOLLECcoB MHGOopPMaLMoHHOH BeaonacHoCTH




,‘ mmom [[1AML Web Protection

Cnacmbo 3a BHUMaHue!

AnekcaHap lyLwKnH,
3aMecCTUTeNb reHepasibHOroO AMPEKTOP3,
«[lepcnekTMBHbIM MOHUTOPUHI»

amonitoring.ru

Aleksandr.Pushkin@amonitoring.ru




MognucoiBanTech
Ha Hallh couceTwu

MHODOTEKC

TEXHCOECT

Akanenns Dumgr“ 3% AMPIRE TELEOFIS XOM®OPTEA PYTOKeH @ Tssolution AYKOFT

sxomnanna
SIPAKTHB
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